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_ Abstract o
We consider the problem of calculating the geographicaitiposof nodes

in a wireless network, where the privacy of location dataighly valued. A
solution is presented using a multi-party computation,nehlee secret inputs
are the position of anchor nodes and distances between.nodes

1 Introduction

Mobile ad-hoc networks (MANET) are wireless mobile devifiesdes) that cooperatively
form a network without central infrastructure. Each nodepsrates by being involved in
routing and forwarding information between neighbors. §;lan ad-hoc network allows
devices to create a network without prior coordination arfiguration.

In a non-homogeneous networks some nodes know their gdugahposition, and
distance between nodes can be estimated. This informadiobe used to calculate the
position of additional nodes in the network. The positiotadaus generated can in turn
be used for a wide variety of applications, such as routdimgelocation based services
and many more.

On the other hand privacy of location data might be very intgodr This because ad-
hoc networks might be implemented in future generations obife phones. Ad-hoc
network can also be integrated into other mobile deviceh ssd®DA's, digital cameras
and laptops that are worn or carried around.

The location data can be kept private with the use of multiypzalculations. Multi-party
calculations are distributed calculations done by mudtjprties. Each value that should
be private is split up into shares, such that an single shage dot give any information
about the value itself. Calculations can be performed osdlsbares, and the answer can
be revealed by recombining shares representing the answer.

Our contribution is to show how multi-party computations e performed on location
data, to improve privacy in ad-hoc networks. This is partgang research, therefore
only the protocols for simple location calculations in omel &vo dimensions are given.

This paper was presented at the NIK-2006 conferencehsge//www.nik.no/.



Related wor k

Multi-party computations were introduced by Yao [1] anddamental results obtained
by Ben-Or, Goldwasser, and Wigderson [2], as well as Chauepali, and Damgard [3].
An integral part of any multi-party computation are sectretrsng schemes. We will use
Shamir's secret sharing scheme which was introduced in Pdmgard et al. [5] has
shown novel techniques for calculating comparison andXbigetion.

The paper is organized as follows. In the following sectwe, describe the model, in

section 3 we fix the notation for the article. We then recadl bfasics of a multi-party

computation in section 4, present our solution in sectioars] discuss conclusion and
future work in section 6.

2 Modd

Consider an ad-hoc network of communicating nodes some athwknow their
geographical position, henceforth calladchor nodes While others would like to
compute their own geographical position and will be refén® asfloater nodes Both
sets of nodes would like their geographical position to rarsacret.

We present a protocol that uses multi-party computationgréwide the floater nodes
with their geographical position, while ensuring the pciyaf location data of all honest
participants. We assume that the communicating partiesded&rmine the distance
between them. This can for example be done by examining ggedbsignal strength
or by calculating the time the signal takes to propagate. 8 assume there exists
private channels to each node e.g. each node has a public BSAhis to ensure that
shares will only be known to the correct recipients.

In the protocols we describe, we make the assumption thagidkigéions of nodes are in
a two dimensional plane. This is a good approximation fogloange ad-hoc networks,
while greatly simplifying the computations and reducing tommunication complexity.

We also assume that there are setls 8f3 anchor nodes that are in direct communication
range with at least some floater nodes in the network, andntieoa nodes are willing to
participate in the computation. When these floater nodedlieid geographical position
they can in turn act as anchor nodes to other floater nodes.

3 Notation

All computations on secret shares will be performed overitefiteld F. This finite field

is assumed to be chosen large enough such that no overflovsaaithin the field - i.e. all
computation on the inputs is equivalent to computation aviegers. The nodes will be
denoted by capital lettes, B,C, andP, their position will be denoted by the coordinates
(Xa,¥Ya), (X8, Y8), (Xc, Yc), and(Xp, yp), respectively. The distance between nodesdB
will be denoted byAB.

The shares for a secrgiwill be denoted bys|; wherei identifies the recipient of the share.



4 Multi-party computation

SupposenplayersPy, ..., Py owning secret inputsy, . .., Xm € IF, respectively, would like
to compute a functiog= f(xy,...,Xm) without revealing more aboui, . . ., X than what
can be inferred from the outpyt

They achieve this by first distributirgharesof their input values to each other by using,
for instance, Shamir’s secret sharing scheme. Then thdégrpeall operations given by
the functionf on the distributed shares and finally recombine the sharebtain the
outputy.

Let a,b be secrets with sharga];, [b]i, 1 <i <m, and letc € F. Since the functiorf
can be written as a rational functionxm, . .., Xm, only the following operations need to
be carried out.

e Linear Combination

Shamir’'s secret sharing scheme is linear, that is, sharebnar combinations
of secrets are equal to the corresponding linear combimatichares and can be
computed by the participants without any interaction. Tlas- cb|; = [a]; + c[b];.

e Multiplication

The multiplication of two secreta andb can be done by the following interactive
protocol, described in [6].

Each playeri computes the valudy = [ali[b]i, splits hj into shares[hj]; and
distributes the sharéhy];.

Each player can then compute a share of the prodhdiy using the following
equation.

jabi = 5 Al ®
=

where Aj is the first row of the inverse of the Van der Monde matrix

[iM]1<i<mo<j<m-1.
e Multiplicative Inverse

We use the protocol given in [7]. To computghlthe players first create a random
numberR as follows. Each playerdistributes sharefi]; of a random number;
and adds up all received shares to ob{&lpn= S ,[r]i, so thaR= 3, [R];.

The shares for the valueR are calculated using the multiplication protocol and
thenbRis revealed. The shares for the inversdatre then calculated as

[b71]. = (bR *[RJi. )

5 Position calculations

To simplify the exposition, we begin by solving the one disienal analogue of our
problem.



One-dimensional calculations

If a nodeP wants to know its position in a one-dimensional world it ongeds to contact
two anchor nodes andB. In what follows,P needs to know the distancgsP| and|BP)|,
while A andB only need to know their positiong andxg, respectivelyA, B, andP can
then carry out the following protocol which allovisto learn its positiorxp. All secrets
will be shared using 82, 3)—threshold linear secret sharing scheme.

A andB distribute shares of their positioxa andxg, P distributes shares dAP| and
|BP|.

Shares for the following values are then calculated by eady.p

Xa1 = Xa + |AP| XB1 = XB + ‘BP‘
Xp2 = Xa — |AP| Xs2 = Xg — |BP|

e.g. the sharelxa1]i are calculated from the sufral; + [|AP|]i, for all nodes € A B,P

ThereafterA, B andP calculate the following function and the resulting shamessznt to
P which will enableP to learn its position.

- Xa1XA2 — XB1XB2
Xp = (3)
(Xa1+Xa2) — (X1 +X82)

The division can be done in the field only is known to be an integer value. Otherwise
division in the field will not give the same answer as divisiover integers. A solution
to integer division is to use the methods in [5] to get the &itd do integer division over
the bits.

The 2-dimensional case

The two dimensional case involves at least four parties ghathree anchor nodés B, C,
and one floater node.

The three circles described by the following equationsrg@et, by construction, in the
point (xp,Yp).

(X—Xa)?+ (y—ya)* = |AP?

(x—x8)®+ (y—y8)* = |BP?

(x—xc)?+ (y—yc)* = [CP?

From each pair of circles we can construct a line passingigiiréheir intersection. The
equations for these lines can be written as

2(xa—Xa)Xp + 2(YA — YB)YP = X3 — Xg + YA — Y& -+ BP* — AP?
2(xa —Xc)Xp +2(Ya — Y )Yp = Xa — X¢ + YA — Y& +CP* — AP?
2(xe —Xc)Xp+2(YB — Yo )Yp = Xg — X& + Y — Y& + CP* — BP?



If no two nodes are close by each other, it suffices to solvgampof the above equations
for (xp,yp). Thus the above equations can be simplified to the followimegr system.

aiXp +b1yp = C1
azXp + b2yp = C2

The solution of the linear system is then obtained by th@valhg functions

Xp — Clbz — Czbl Yo — — Ciap — Coag
ajhy —brap ajhy —brap

Again the division can generally not be done over the fieldthgoshares for the values
(c1by — coby), (c1a — cra1) and(aihy — biap) are sent td®. P recombines the shares to
get the values and does the divisions over integers to olsgdosition(Xp, yp).

In practice finding the geographical position®fin 2 dimensions can be done with 3
rounds of communication. In the first round all the varialaes distributed. The second
round the multiplication is done in parallel. The third rowonsists of sending the shares
for the answers t&. With 4 nodes the privacy is preserved as long as 2 nodes do not
cooperate.

This idea can easily be generalized to higher dimensions.

6 Conclusion and futurework

In this paper we have given an introduction into multi-partynputation over Shamir’s
secret sharing scheme. We have also shown how these metode tsed to compute
geographical position using simple algorithms for caltotalocation in one and two
dimensions. The equations are quite simple and do not peréar well when anchor
points are close together or in a line, but they improve pyva

To improve the accuracy of the calculations and to compubgigghical position in ad-
hoc networks which have fewer anchor nodes, one can use akgfteithms. A great deal
of work has been done on localization, e.g. Strang et al.Li8¢alization in wireless ad-
hoc and sensor networks can be found in e.g. [9] and [10]. RButi+party computations
require many rounds of communication, e.g. calculating i b costs 114 rounds of
communication as proposed by Damgard et al. [5]. Therdfotber research is needed
to get more round efficient computations, and find algoritbmsare well suited to multi-
party computations.

Homomorphic public-key systems and threshold homomonphiodic-key systems could
be explored as an alternative to multi-party computatiédnsverview of such systems is
given in [11].

Also for larger networks a subset of nodes could togetherskd as a form of distributed
trusted third party. This could reduce the computationadlen for the overall system.
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